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About ENISA  

 

The European Network and Information Security Agency (ENISA) is an EU agency created 
to advance the functioning of the internal market. ENISA is a centre of excellence for the 
European Member States and European institutions in network and information security, 
giving advice and recommendations and acting as a switchbo ard of information for good 
practices. Moreover, the agency facilitates contacts between the European institutions, the 
Member States and private business and industry actors.  

 
Cont act details  
 
For contacting ENISA or for general enquiries on information s ecurity awareness matters, 
please use the following details:  
 
Isabella Santa, Senior Expert Awareness Raising  -  E-mail: awareness@enisa.europa.eu  

 
Internet: http://www. enisa.europa.eu  

 

 

Legal notice  

 
Notice must be taken that this publication represents the views and interpretations of the 
authors and editors, unless stated otherwise. This publication should not be construed to 
be an action of ENISA or the ENISA bodies unless adopted  pursuant to the ENISA 
Regulation (EC) No 460/2004. This publication does not necessarily represent state -of the -
art and it might  be updated from time to time.  
 

Third -party sources are quoted as appropriate. ENISA is not responsible for the content of 

the external sources including external websites referenced in this publication.  
 
This publication is intended for educational and information purposes only. Neither ENISA 
nor any person acting on its behalf is responsible for the use that might be made of the  
information contained in this publication.  

 
Reproduction is authorised provided the source is acknowledged.  
 
© European Network and Information Security Agency (ENISA), 2008 . 
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Executive summary  
 
Two years after the publication of a Usersô guide: How to raise information security awareness, 
ENISA rev iewed this document in the light of new research and analysis conducted in the field. This 
version contains a new process modelling, new activities and tasks, key performance indicators as 

well as case studies.  

 
Over the past years we have received many h elpful suggestions from users who used the guide. In 
compiling this new version some of the easier suggestions have been incorporated. We have 
overcome several obstacles to make four major improvements. We have also added more detailed 
descriptions of acti vities and statistics from research organisations, included process flows, improved 

the layout, and allowed for more flexibility in reading.  
 
Of the four major improvements, the one that can have a visual impact is the new process mapping. 
To this end the  guide describes the main processes necessary to plan, organise and run information 
security awareness raising initiatives: plan, assess and design , execute and manage, evaluate and 
adjust. Each process is analysed, and time - related actions and dependencie s are identified. The 
process modelling  presented provides a basis for ókick-startingô the scoping and planning activities 

and tasks as well as the execution and assessment of any programme. The guide aims to deliver a 
consistent and robust understanding o f major processes, activities and tasks among readers.  

 
The planning and assessing phase is recognised as critical to any programmeôs success. In particular, 
the guide emphasises the importance of: defining the goals and objectives of awareness initiatives ; 
defining target groups; developing a communication plan; and measuring the success of awareness 
programmes. Furthermore, the guide recognises that taking a change management approach to 

awareness initiatives is crucial as it helps close the gap between a  particular issue and human 
responses to the need to change.  
 
The second major improvement in the new version, probably the most important and helpful for 
some users, is the identification of key performance indicators, which allow organisations to assess 
the effectiveness of awareness programmes. We have mapped these indicators to the main 

processes and layers. Combining this data in a manner optimised for the compilation of awareness 
initiatives was not easy.  
 

The third major improvement is the provision  of case studies and experiences from other 
organisations dealing with different awareness matters, to enable readers to identify key problems, 
issues, solutions and so on, making the suggested activities and recommendations more effective 
and presented in  concrete ways. This engages the readers and enriches their learning experience.  

 
The fourth major improvement is the inclusion of a more complete set of templates and samples of 
suggested tools. They are included to help the readers to prepare and impleme nt awareness 
initiatives. These include, among others, a lessons learned template, an information security 
awareness baseline worksheet, an awareness questionnaire and a target group data capture form.  
 
The guide also points out obstacles to success and p rovides practical advice on how to overcome 

them during the planning and implementation phases of programmes. In addition, it describes main 
factors for success of any information security initiative.  
 

ENISA hopes that this new guide will provide a valuab le tool to prepare and implement awareness 
programmes in public and private organisations. Providing information security is a huge challenge in 
itself; awareness raising among select target audiences is an important first step towards meeting 

that challen ge.  
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Introduction  
 
In todayôs digital age where we live and work, citizens and businesses find information 
communication technologies (ICTs) invaluable for carrying out 
daily tasks. At the same time, more and more citizens and 

businesses ar e at risk of information security breaches. This is 

due to vulnerabilities in these new and existing technologies, 
together with convergence, the growing use of óalways onô 
connections and the continuous and exponential user uptake 
within Member States. Su ch security breaches may be IT 
related, for example through computer viruses or other 

malicious software, system failure or data corruption, or they 
may be socially motivated, for example through theft of 
equipment. In an age ever more reliant on digital i nformation, 
there is an increasing number of dangers. A considerable 
number of end -users are unaware of their exposure to security 
risks while doing so, as recent stories have highlighted.  
 

For example, in the United Kingdom, a laptop with data of some 2  000 people with individual savings 
accounts (ISAs) was stolen from an HM Revenue & Customs employee; HM Revenue & Customs lost 

personal details of 6  500 private pension holders; nine NHS trusts lost patient records kept on disk 
( 1); in Sweden, a misplaced  USB flash drive containing both unclassified and classified information, 
such as information regarding improvised explosive devices (IEDs) and mine threats in Afghanistan, 
was found on a public computer and handed over to the Swedish armed forces ( 2); in the United 

States, USB flash drives with US Army classified military information 

were up for sale  at a bazaar outside Bagram, Afghanistan ( 3); details of 

three million British learner drivers were lost in the United States (4); a 

Californian public employe esô retirement system mailing that exposed 
membersô social security numbers underscores the need to place equal 
emphasis on securing business and customer data ð whether it resides 
in data centres, networks, or print and mail operations  ( 5).  
 

With the adv ancement and proliferation of security breaches, the 
information security solutions of today will be obsolete tomorrow. The 

security landscape is continually changing. Most analysts report that 
the human component of any information security framework is t he 
weakest link. In this case, only a significant change in user perception 
or organisational culture can effectively reduce the number of 
information security breaches.  

 
 

                                                 
( 1)  ENISA , Secure USB flash drives, 2008,  available at  
http://www.enisa.europa.eu/doc/pdf/publications/Secure%20U SB%20drives_180608.pdf  
( 2) Jevans, Dave, Privacy and identity theft, IronKey , available at http://blog.ironkey.com/?cat=9&paged=2  (last 
visited on 20 May 2008).  
( 3)  Watson, Paul, óUS military secrets for sale at Afghanistan bazaarô, Los Angeles Times , 10 April 2006 .  
( 4)  Ford, Richard , óDisc listing foreign criminals lost for yearô, The Times , 20 February 2008, available at 
ht tp://www.timesonline.co.uk/tol/news/politics/article3399712.ece  (last visited on 15 July 2008) . 
( 5)  ENISA , Secure printing, 2008, available at http://www.enisa.europa.eu/doc/pdf/ENI SA_secure_printing.pdf ; 
Pete Basilier e, Information breach highlights production print and mail vulnerabilities, Gartner, 18 September 
2007.  

http://www.enisa.europa.eu/doc/pdf/publications/Secure%20USB%20drives_180608.pdf
http://blog.ironkey.com/?cat=9&paged=2
http://www.timesonline.co.uk/tol/news/politics/article3399712.ece
http://www.enisa.europa.eu/doc/pdf/ENISA_secure_printing.pdf
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Purpose  
 

ENISA recognises that awareness of the risks and available safeguards is t he first line of defence for 
security of information systems and networks ( 6). This document aims at providing practical advice 
to public and private organisations to prepare and implement awareness initiatives ( 7) related to 
information security.  
 

The in formation covered features step -by -step advice to help form the basis of designing, developing 
and implementing an effective and targeted awareness programme, through evaluation of the 

programme. The document includes guidelines on how identify awareness n eeds, develop a plan, 
and get organisational buy - in for the funding of awareness initiative efforts. Furthermore, it also 
describes how to:  

V Select awareness topics . 
V Build a business case.  
V Build a communication framework.  
V Implement awareness initiative , usi ng a variety of channels.  

V Evaluate the effectiveness of the progr amme.  
V Update and improve the programme.  

 
This new guide relies on the basis of studies and analysis conducted by ENISA and on information 
that is publicly available or has been supplied to EN ISA by organisations and members of the ENISA 

Awareness Raising Community ( 8).  

 
Scope  
 
The scope of this guide is for ENISA to:  

V I llustrate a sample strategy on how to plan, organise and run an information security 
awareness raising and training initiative . 

V Highlight potential risks associated with awareness initiatives in an effort to avoid such 

issues in future programmes . 
V Provide a framework to evaluate the effectiveness of an awareness programme . 
V Offer a communication framework.  
V Present templates and to ols to be used as starting point s by the awareness raising team.  
V Contribute to the development of an information security culture in Member States by 

encouraging users to act responsibly and thus operate more securely.  

 

Audience  
 
The guide is intended to s everal key audiences in either public or private organisations, including 
CIO, IT security managers and staff, middle managers including staff and contractors, and human 

resources personnel.  

                                                 
( 6) OECD, Implementation plan for the OECD guide lines for the security of information systems and networks: 

Toward s a culture of security,  DSTI/ICCP/REG(2003)5/REV1, Working Party on Information Security and Privacy, 
OECD, 2003, available at http://www.oecd.org/dataoecd/23/11/31670189.pdf ; Herold, Rebecca , Addressing the 
insider threat,  IT Compliance in Realtime, Realtime publishers, May 2008, Volume I, Number 3, available at 
http://nexus.realtimepublishers.com/RTITC.htm  (last visited on 31 July  2008).  
( 7)  Within the guide,  we refer to awareness initiative and programme indistinctly.  
( 8) The Awareness Raising (AR) Community is a subscription - free community open to experts who have an 
interest in engaging in raising information security awareness within their organisations. The AR Community was 
launched in February 2008 and is designed to engage with the awareness raising section of ENISA in its mission 
to foster a culture of  information security, with the aim of supporting the section in its activ ities . S ee ENISA, Key 
facts and figures about the AR Community and its members , 2008, available at 
http://www.enisa.europa.eu/doc/pdf/deliverables/ar_comm_key_facts.pdf  

http://www.oecd.org/dataoecd/23/11/31670189.pdf
http://nexus.realtimepublishers.com/RTITC.htm
http://www.enisa.europa.eu/doc/pdf/deliverables/ar_comm_key_facts.pdf
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Awareness: a definition  
 
Awareness is the ówhatô component of the education strategy of an organisation which tries to 
change the behaviour and practice of its targeted audience (e.g. employees, general public, etc.) 

and it is a distinct element from training. This is why the awareness activities occur on an ongoing 

basis, using a variety of delivery methods and are less formal and shorter than training.  
 
Awareness is defined in NIST Special Publication 800 -16 as follows: óAwareness is not training. The 
purpose of awareness presentations is simply to focus attention o n security. Awareness 
presentations are intended to allow individuals to recognise IT security concerns and respond 

accordingly. In awareness activities, the learner is the recipient of information, whereas the learner 
in a training environment has a more active role. Awareness relies on reaching broad audiences with 
attractive packaging techniques. Training is more formal, having a goal of building knowledge and 
skills to facilitate the job performanceô (9).  
 
Training is one of the óhowô components to implement security. A training programme should be 
designed and developed according to the learning objectives set by the organisation. Thus the 

training seeks to teach skills which allow a person to perform a specific function, while awareness 
seeks to focus an individualôs attention on an issue or set of issues. The skills acquired during 

training are built upon the awareness foundation, in particular upon the security basics and literacy 
material ( 10 ).  
 
Awareness programmes start with awareness, build eventu ally to training, and evolve into 
education. They should be customised for the specific audience they are targeting. Thus it will be 

very important to define the users who will attend both programmes. Different methods could be 
used to define the target au dience. ENISA developed a simple tool to identify better a target group 
and capture the related data, as described in the section óDefine target groupô (11 ).  

 
When information security programmes are necessary  
 
The possible events and situations which resul t in organisations ð either private or public ð
engaging in any information security awareness activity are different. They vary mainly from internal 

to external factors which influence the organisation itself.  
 
Thus, we distinguish between measures which are reactive, launched for example in response to a 

data loss incident, and initiatives which are planned as part of an overall information security policy 
or strategy. The following are some of the major events and situations which may require an 
informat ion security awareness programme.  

External factors  

 
V New laws . 

                                                 
( 9) NIST, Information technology security training requirements: A role -  and performance -based model, NIST ð 
SP 800 -16, USA, 1998, available at http://csrc.nist.gov/publications/nistpub s/800 -16/800 -16.pdf  (last visited on 
21 July 2008).  
( 10 ) NIST , Information technology security training requirements: A role -  and performance -based model, NIST  ð 
SP 800 -16, USA, 1998, available at http://csrc.nist.gov/publications/nistpubs/800 -16/800 -16.pdf  (last visited on 
21 July 2008).  
( 11 )  Herold , Rebecca , Information security and privacy awareness program , Auerbach Publications, USA,  2005;  
NIST , Building an information technology  security awareness  program , NIST ð SP800 -50, NIST, 2003, available 
at http://csrc.nist.gov/publications/nistpubs/800 -50/NIST -SP800 -50.pdf  (last visited on 17 July 2008).  

http://csrc.nist.gov/publications/nistpubs/800-16/800-16.pdf
http://csrc.nist.gov/publications/nistpubs/800-16/800-16.pdf
http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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V New government . 
V National awareness day and/or week . 

V New national, regional or local basic information security programme for citizens . 
V Etc.  

Internal factors  

 
V New laws and regulations relevant fo r the organisation . 
V New security policy and/or strategy . 

V Updates or changes to information security policies, procedures, standards and guidelines . 
V New technology implementation . 
V New employees, contractors or outsourced personnel working in -house . 
V New mana gement . 
V More automation . 
V Basic information security training for all personnel . 

V Product portfolio . 
V Launch of new products and services . 
V Launch of new systems . 
V Acquisitions, mergers and divestitures . 
V Recent security breaches, threats and incidents . 
V New risk s. 

V Certification . 

V Etc.  
  



  
 

The n ew usersô guide: How to r aise information 
security a wareness  

 

 

14  

 



 

The new usersô guide: How to r aise informat ion 
security a wareness  15  

 
 

 PART  2:  MAIN PROCESSES FOR EX ECUTING 

INFORMATION SECURITY  AWARENESS 

PROGRAMM ES 



  
 

The n ew usersô guide: How to r aise information 
security a wareness  

 

 

16  

Overall strategy for executing information security 
awareness programmes  
 
ENISA identified three main processes in the development of an information security awareness 
programme: plan, assess and design , execute and m anage, and evaluate and adjust ( 12 ).  
 

 

 
Process  

 
Description  

 
 

 
 
 
Plan , assess  and design  

Awareness programmes must be designed with the organisation 
mission in mind. It is important that they support the business 

needs of the organisation and be relevant  to the organisationôs 
culture and eventually IT architecture. The most successful 
programmes are those that users feel are relevant to the subject 
matter and issues presented.  
In the design step of the programme, the awareness needs are 
identified, an ef fective awareness plan is developed, 
organisational buy - in is sought and secured, and priorities

 

are 

established.  
 

 
 
 
Execute and manage  

This process includes any activity necessary to implement an 
information  security awareness programme. The initiative  can be 
executed and managed only when:  
V a needs assessment has been conducted;  

V a strategy has been developed;  
V an awareness programme plan for implementing that 

strategy has been completed;  
V material has been developed.  

 

 
 
 
 
Evaluate and adjust  

Formal eval uation and feedback mechanisms are critical 
components of any security awareness programme. Continuous 
improvement cannot occur without a good sense of how the 
existing programme is working. In addition, the feedback 
mechanism must be designed to address o bjectives initially 

established for the programme. Once the baseline requirements 
have been solidified, a feedback strategy can be designed and 

implemented.  
 

 
This section describes the steps in the development, execution and evaluation of a programme in 
order to identify time - related actions and dependencies.  
 

This process modelling  provides a basis to ókick-startô the scoping and planning activities, executing 
and assessing a programme and a consistent and robust understanding of major processes, activi ties 
and tasks. The complete process mapping is included in the Appendix.  

Process mapping hierarchy  

 

Process mapping uses a hierarchy that begins with processes and ends with business activities.  

                                                 
( 12 )  Wilson , Mark  and John Hash, Building an information technology security awareness program , NIST, USA, 
2003, available at http://csrc.nis t.gov/publications/nistpubs/800 -50/NIST -SP800 -50.pdf  (last visited on 17 July 
2008).  

NIST,%20USA,%202003,%20
NIST,%20USA,%202003,%20
NIST,%20USA,%202003,%20
http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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Process: a representation of time - related actions and 
dependencies that transfer a set of inputs into a set of 
outputs (for example, plan, assess and design ).  

 
 
 
 

Subprocess: a segment of a core process covering a 
single business area (for example, obtain appropriate 
management support and funding).  
 

 
 
 
 

Activity: a breakdown of a subprocess that produces a 
measurable result (for example, obtain the budget).  

 

 
 

Main processes for executing information security awareness programmes  

 
The three processes and related subprocesses can be represented as follows .  

A

Plan, Assess

& Deign

A-080

Obtaining Appropriate 

Management Support and 

Funding

A-081

Obtain the Budget
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C

Evaluate & Adjust

A-020

Take a Change Management 

Approach

A-030

Define Goals and Objectives

A-040

Define Target Group

A-050

Identify Personnel and 

Material Needed for the 

Programme

A-060

Evaluate Potential Solutions

A-070

Select Solution and 

Procedure

A-120

Define Indicators to Measure 

the Success of the 

Programme

A-100

Develop the Programme and 

Checklists of Tasks

A-080

Obtaining Appropriate 

Management Support and 

Funding

A-110

Define Communications 

Concept

A-140

Document Lessons Learned

A-010

Establish Initial Programme 

Team

B-030

Launch and Implement 

Programme

A-130

Establish Baseline for 

Evaluation

B-050

Document Lessons Learned

B-010

Confirm the Programme 

Team

C-050

Implement Lessons Learned

C-030

Incorporate Communications 

Feedback

C-040

Review Programme 

Objectives

C-060

Adjust Programme as 

Appropriate

C-070

Re-Launch the Programme

C-010

Conduct Evaluations

 A-090

Prepare Work Plan 

B

Execute & Manage

B-040

Deliver Communications

B-020

Review Work Plan

A

Plan, Assess

& Design

C-020

Gather Data
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Phase I ð Plan, assess and design   
 

C

Evaluate & Adjust

A-020

Take a Change Management 

Approach

A-030

Define Goals and Objectives

A-040

Define Target Group
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Establish initial programme team  
 

A team must be assembled to launch the process of planning an awareness programme. The teamôs 
main goal is to plan and organis e the awareness initiative by completing the tasks foreseen in this 
first phase.  
 
Recent data shows that in private organisations the initial programme team is composed of members 

of the IT department. This can cause problems when other departments, such as risk management, 
human resources, etc., are not involved at the beginning of the project. This is most likely to happen 

in multinationals and/or very large enterprises. Ensure to engage with the right people from the 
beginning.  
 
Take a change management  approach  
 
Taking a change management approach to an awareness initiative is crucial as it helps close the gap 
between a particular issue and human responses to the need to change, even in the case of a 

cultural change.  

 

 
 
Using the main principles of cha nge management (e.g. targeted communications, involvement, 
training and evaluation) will help ensure that awareness initiative objectives are met, as well as 
provide a sound platform for future or follow -up programmes.  
 

Change must be managed holistically to ensure that efforts are integrated and the change achieves 
real and enduring benefits. To support an awareness programme, it is important to agree on the 
following principles for change:  
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V Identify and involve key stakeholders in decision -making, planning , implementation and 
evaluation.  

V Establish a clear goal for the change endpoint, in consultation with key stakeholders.  
V Clearly define roles, responsibilities and accountabilities.  
V Link and integrate key elements of change.  
V Manage risks and address barrier s to change.  
V Provide leadership at all levels for the change process.  

V Communicate in an open, honest, clear and timely manner.  
V Allow for flexibility in approaches to suit different stakeholder needs.  

V Resource, support and manage the change.  
V Support with tr aining and development to ensure a change in behaviour and culture.  
V Learn from previous and ongoing experiences, build capability for change and celebrate 

achievements.  
 
Define goals and objectives  
 

It is important to start preparing for any security awar eness programme by determining what you 
aspire to achieve. Note that until objectives are clear, it will be problematic to attempt to plan and 
organise a programme, and evaluation of the programme is clearly impossible. A series of questions 
to help facili tate setting a programmeôs goals and objectives are listed below. 
 

 

 
 
 
 
 
 
 

 
 
 
 
 
 

 

To determine what you are trying to achieve during an awareness initiative, think carefully abou t the 
following basic questions:  
V Is there currently any information security  programme in place, or is this effort a new initiative 

in your organisation? Perhaps no other information security programme exists, but are there 
other awareness programmes in place that could be used as a tried and tested example or 
starting point?  

V Will  the programme focus solely on awareness or will it include training and education, or a 
combination of these?  

V What are the specific topics to be covered by the programme? What related subjects could also 
be included?  

V At what frequency will the programme a ddress individuals? Is the frequency adequate to 
maintain the topic of information security in the minds of individuals?  

V What is the appropriate level of information (and detail) to provide worthwhile advice to target 

audiences? Should it be in -depth or is  a superficial overview sufficient?  
 
Once you have answers to the questions above, additio nal points should be considered:  
V Is the intention to make people óawareô of security? Or does the programme endeavour to have 

individuals alter their behaviour as a r esult of being aware? Experts agree that awareness is 

A quick note on goals  versus objectives :  
 

To avoid confusion over terms, remember that goals are broad whereas objectives 
are narrow.  Goals are general intentions; objectives are precise.  Goals are 

intangible; objectives are tangible.  Goals are abstract; objectives are concrete.  
Goals cannot be validated  óas isô; objectives can be valida ted.  

 
Itôs been said: óThe goal is where we want to be. The objectives are the steps 

needed to get th ereô. 
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certainly worthwhile in itself, but it should not be the final goal. A programme plan should 
continue beyond simply raising awareness.  

V Is your goal overall security awareness or specific information (an d possibly training) for 
particular problems, or a combination of the two? Is the list of particular problems or topics fixed 
or will it evolve over the coming months and years? Responses to these questions will help 
determine the feasibility of planning a  one - time programme or whether a longer - term initiative is 
required to avoid overloading and/or intimidating target group members.  

V Related to the above question: will the awareness programme run on an ongoing basis or is it 
intended to be a one -off campaig n or a similar short - term action to address a specific issue? 

Both approaches have their merits given the right circumstances; however, there are times when 
a combined approach is needed.  

V How will the initiative be run? As an integrated part of the organis ation? Or will it be outsourced? 
Will a project team be put together? Who will be in charge? What qualifications/experience do 
team members have in information security and security awareness/training/education? What 
roles and responsibilities will each pe rson have?  

 

 
 
 
 
 

 

 
While defining goals and objectives, think and plan for the possibility that insufficient funds will be 
granted to properly support the programme ( 13 ). Some possible scenarios described in the section 
óObtain the budgetô will give you some pointers and ideas for putting together an information 
security programme with limited budget, while also taking into consideration all the elements of a 
good initiative ( 14 ).  
 

Define target groups  
 
It is critical to define the specific audience that i s targeted by the awareness initiative. Questions to 
help define target groups include:  
V Who is the awareness programme intended to reach?  
V Are the needs of your target groups the same or do they have different information needs? 

Are there groups that requi re radically different information?  

V Is the knowledge of your target groups the same or do they have different knowledge?  
V What form of communication should be used to deliver the message as part of the 

awareness programme?  
V How is the culture of information  security perceived by your target groups? Is it generally 

taken seriously or not considered to be very important? Have members of the target groups 
ever seen recommended information security guidelines or practices? If yes, are they 

maintained and up to d ate, or will the awareness programme need to develop and promote 
them?  

 
 
 
 
 

 
 

                                                 
( 13 ) Herold, Rebecca , Information security and privacy awareness program , Auerbach Publications, USA, 2005.  
( 14 )  Herold, Rebecca , Information security and privacy awareness  program , Auerbach Publications, USA, 2005.  

It is worthwhile to emphasise the need to be realistic in the time and effort 

required to plan and implement your programme!  
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Examples of groups that can be targeted for information security awareness initiatives and 
programmes  are:  
 

 
No  

 
Target group  

 
Description  

1  Home user  Citizens wi th varying age and technical knowledge who use ICTs for 
personal use anywhere outside their work environment. This user 
group can be further divided into different categories: kids, teenagers, 
youths, adult and silver surfers.  
 

2  Employee  All organisatio nsô personnel.  
 

3  Mid - level manager  Mangers throughout the organisation responsible for personnel 
activities and performance. Often not technically oriented, this group 
needs to be educated and understand the importance of information 
security. This will  allow them to implement the relevant security 
policies and controls within their business areas.  
 

4  Executive management  Executive managers are the key decision -makers for investment in 
security.  
 

5  System administrator  Technically inclined personnel, u sually responsible for the settings and 
security of network servers and security systems.  
 

6  Third party  Partners, suppliers, consultants contracted to perform a work in an 
organisation. Gartner reported that a troubling new California data 
security breac h demonstrates the urgent need for enterprises to 
require  more rigorous security practices from outside contractors ( 15 ).  
 

7  ......   
 

 
When  designing an awareness programme, it is imperative that all the roles are clearly defined.  The 
RACI model 16  will be  beneficial to do so.  The graph below shows a sample of the RACI model with 
the activities down the left -hand side and across the top the roles responsible for carrying out the 

initiative or playing a part in it.  
 
 

 

                                                 
( 15 )  Girard, John and Avivah Litan, New data loss highlights problems with contractors and laws, Gartner, 4 
February 2008.  
( 16 ) RACI  is an acronym for responsible, accountable, consulted and informed.   

It is important to  define the specific audience that is targeted by the awareness 

programme. The use of a tool to capture this information is recommended. A 
target group data capture template is available in Appendix  I.  
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 Director  IT Security 
manager  

Human 
reso urces  

Staff and 
contractors  

....  

Activity 1  AR C I  I  ...  

Activity 2  A R C I  ...  

Activity 3  I  A I  I  ...  

Activity n  I  A C I  ...  

 

 
Identify personnel and material needed for the programme  
 

At this stage in the process, it is time to determine what is nee ded in terms of personnel and 
materials. A logical first step is to begin looking within the organisation for appropriate resources. 
Staff within IT, HR, communications, training and development would likely have experience and 
backgrounds most suitable fo r an information security awareness programme.  
 
Advice and lessons learned from colleagues and/or organisations managing other awareness, 

training or educational programmes could prove most valuable concerning materials and experience. 
In addition, consul ting with them serves a stakeholder management purpose as it may help obtain 
their support for delivering the programme in the future. Not involving colleagues may inadvertently 
set them against it.  
 

The Internet offers a vast array of information and mate rial available both free of charge and on a 
fee basis. There are a number of free forums and communities specifically focused on security 

awareness. It could be useful to become a member, especially as members are granted access to 
archives. In this regard , it is important to mention the launch of the ENISA Awareness Raising (AR) 
Community in February 2008.  
 
While it is easy to amass a large volume of information on related products and services, it is 
important to be systematic about the way the informatio n is gathered, as it will make the remaining 
steps easier.  

 
With all the information collected, a thorough review of the list of internal and external resources is 
in order. Specific focus should be identifying those pieces that might be useful for and sui t the needs 
of the programme. A typical reaction is to discard information that appears unsuitable, but exercise 
caution. It is easy to overlook useful resources that are incompletely described, or, in the case of 

commercial services, poorly marketed.  

 
The  last part of this phase is to compile a shortlist of potential solutions that will be evaluated as 
part of the next step.  
 
Evaluate potential solutions  
 
While evaluating potential solutions, a main consideration is whether the awareness programme will 

be kept in -house or be outsourced. Over time, the use of outsourcing as a strategic decision has 
increased. Organisations and institutions are now better at recognising those areas of operation 
where they excel and those that can be effectively done by extern al partners. This change brings 
with it the challenge of deciding whether to outsource, identifying what can be outsourced, the 
nature of the outsourcing relationship and the selection of partners that will not threaten the success 
of future programmes and  initiatives.  

 

The process illustrated below outlines best practice for decision -making regarding retaining work in -
house or outsourcing. It is recommended that the same request for proposal (RFP) approach be 
applied, even when the work remains in -house be cause it is rigorous and will help the team organise 
the requirements in a structured manner.  
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Decision - making process to keep in - house or to outsource  

 
 
The complete evaluation and assessment process is derived from the traditional tendering sub -
process.  

1.  Prepare a formal request for proposal (RFP) containing precise requirements derived from 
the first two steps of this process. The composition of the programme team needs to be 
determined along with desired experience and attributes, roles and responsibili ties and 

reporting structures.  
2.  Programme procedures and policies need to be determined and formalised. Included in this 

are approaches for weekly status reporting, financial reporting and issues management.  
3.  Send RFP to potential bidders indicating the dead line for responses.  

4.  Compile questions received by bidders and respond in a timely manner to all bidders without 
disclosing the originator of the questions.  

5.  When the deadline expires, reject any further proposals but begin systematically evaluating 

and scor ing the offers used on the checklist written earlier.  
6.  Focus on essential requirements first; this may lead immediately to exclusion of some 

bidders if they do not meet essential needs.  
7.  Be sure to review additional offers submitted by bidders as they might provide useful and 

valuable ideas that have been previously overlooked. They can also help determine a final 
decision if scores are very close for a couple of offers.  

8.  Look at the quality of the proposals as well as the sample awareness systems or materials  
included with the proposal, as they are valid indicators of professionalism and the quality of 
bidders.  

9.  Calculate the scores of the bidders (the total of (score for each criterion x the weighting 
assigned to that criterion) divided by the maximum possible  score and then x 100%.  

10.  If it has been decided to outsource the programme (or portions thereof), be certain to 
involve procurement professionals in the tendering process, as they will be able to ensure 

that the process is fair.  
11.  If the work will remain in -house, making decisions regarding the programme in a committee 

forum could contribute to an inclusive and transparent atmosphere.  

Programme / 

Initiative

Outsource 

Strategy

Keep in-House 

Strategy

RPF

Apply RFP Concept Internally

Due Diligence

Decision
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When formalising requirements as outlined in point 1 above, consideration should be given to how 

the programmeôs effectiveness will be evaluated.  
 
In case the solution will be outsourced, ensure the awareness programme and material is modified 
and customised according to the organisationôs requirements. It is not advisable, for example, to 
purchase a ready -made training module an d material, or copy the awareness programme for a 

specific topic from another organisation. Information security awareness programmes should be 
built around the business environment of the organisation ( 17 ).  

 
 
 
 
 
 
 

 
 
 
 
 

 
 

 
Select solution and procedure  
 
The end result of the evaluation step may not have produced a single winning bid, but rather a 
decision to keep some portions of the programme in -house, and to contract out other portions to one 
or more external providers. Part of the selection step involv es negotiations: perhaps further 
clarification of budget, price and terms as well as what is to be produced and in which time frame.  

 
In this phase, it is important to look at the programme benefits while selecting the solution.  
Finally, a decision is mad e, the purchase order is created and the contract signed.  

Identify programme benefits  

 
In order to obtain appropriate management support and funding, it is very important to identify the 
programme benefits.  
 
An information security awareness programme wil l:  
V Provide a focal point and a driving force for a range of awareness, training and educational 

activities related to information security, some of which might already be in place, but 

perhaps need to be better  coordinated and more effective.  
V Communicate i mportant recommended guidelines or practices required to secure info rmation 

resources.  
V Provide general and specific information about information security risks and cont rols to 

people who need to know.  
V Make individuals aware of their responsibilities in r elation to information security.  
V Motivate individuals to adopt recomm ended guidelines or practices.  

V Create a stronger culture of security, one with a broad understanding and com mitment to 
information security.  

                                                 
( 17 )  Herold,  Rebecca , Information security and privacy awareness program , Auerbach Publications, USA, 2005.  

The RFP should  contain precise requirements. An RFP sample is available in 
Appendix  I I . Moreover, at this stage it is very important to determine and formalise 

procedures and policies, incl uding weekly reporting, etc.  A w eekly status report 
template is available in Appendix  I I I . 
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International insurer ð Senior management commitment makes a big d ifference  
 
An insurance company explained why information security is important to their business. They collect, 
store and process significant amounts of financial, medical and person al information. This information is 
their number one asset; confidentiality breaches could put their reputation at risk, as well as exposing 
them to harmful litigation. Unfortunately, the threats (such as identity theft and scams) are rising; this 
makes st aff awareness vital.  
 
The main challenge has been to develop an approach that is suitable for over 10  000 employees speaking 
many different languages. To counteract this, the company engaged an external provider to help them 
build suitable training plans a nd materials. To create the greatest impact with staff, training materials 
were translated into the local mother tongues of the countries concerned.  
 
There is a continual programme to adjust and promote the key messages. The objectives of this are to try 
to change peopleôs behaviour and perception of risk. Numerous techniques are used to reach the 
audience, since different people learn by different mechanisms.   
The most effective technique has been face - to - face time with staff through workshops and training  
sessions. Being able to put a face to a name or function is more personable and people are more 
receptive to messages being face  to  face. The training is mandatory. Senior management actively support 
the awareness schemes, making sure training events are at convenient times for the business and 
promoting them to staff. There is good attendance at sessions since missing the events  results in 
escalation to the employeeôs manager. This senior management support across the business has proved 
to be critical to  the success of the awareness programme.  
 
Other non - interactive mechanisms, such as intranet articles, e -mails, posters and publications, are used 
to reinforce important messages. However, it has proved difficult to gauge how many people have read or 
under stood the messages and people can easily ignore them. So, they are used as a complement to, 
rather than a substitute for, classroom training.  
 
The main measure of the impact of the awareness training is feedback and questionnaires  completed on 

or shortly a fter training sessions. This feedback gives a good insight into the impact of the training on the 
individual. Generally this has been positive, with the vast majority saying that they have learned 
something new and will try to change their behaviour.  
 
 

 

 

V Help enhance the consistency and effectiveness of existing information security controls and 
potentially stimulate the adop tion of cost -effective controls.  

V Help minimise the number and extent of information security breaches, thus reducing costs 
directly (e.g. data damaged by viruses) and indirectly (e .g. reduced need to investigate and 
resolve breaches); these are the main financial benefits of the programme.  
 

Obtain appropriate senior management support and funding  

 
Gaining management support and sponsorship for the awareness programme is perhaps the most 

crucial aspect of the entire initiative ( 18 ). It is vital to build consensus amongst decision -makers that 
the awareness programme is important and worthy of funding.  
 
This is where the concept of IT governance comes into play. If the key stakeholders do not 
understand the imperative of an information security awareness programme and do not support the 
objectives and goals, the initiative will not go forward as it will encounter passive resistance from the 
personnel. It is therefore crucial to communica te the importance of everyoneôs participation prior to 

any initiative and programme rollout.  

                                                 
( 18 )  ENISA , Obtaining support and funding from senior management , 2008; Herold, Rebecca , Information security 
and privacy awareness program , Auerbach Publication s, USA, 2005; IT Governance Institute, Information 
security governance: Guidance for boards of directors and executive management , second e dition, USA, 2006.  
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Telecommunications provider ð Engaging with s taff  

A telecommunications providerôs IT systems are vital to servicing its customers. Any problems with 
information security could quickly damage the companyôs reputation. Having a security awareness 
training p rogramme in place is, therefore, an executive level concern.  
 
In this international organisation, the first stage was to get local management to endorse the main 
messages. Ultimately, it is them engaging with their staff face  to  face that makes the most di fference to 
behaviour. Getting the support of the right people is essential to the programmeôs success.  
 
The company has a diverse range of people, with different levels of understanding and training needs. A 
central team provides baseline mandatory polic ies and training that provides a uniform and consistent set 
of messages. This includes e - learning modules and quizzes. Additional information and optional training 
materials are also available. These enable local entities to tailor group security policy an d training to the 
local environment and their staffôs needs. The extra material includes posters, screensavers and quizzes. 
 
A global security portal provides all this information. It has proved to be the most effective way to 
distribute messages across th e whole world. For users, the portal is easy to access and quick. For the 
central team, it is simple to keep up to date with relevant content.  
 
At a country level, getting staff actively discussing issues face  to face has been the best way to improve 
aware ness.  Both induction and ongoing training are used to achieve this.  
 
Regular security risk assessments and gap analyses are carried out for each significant  
operation. These take place before new major initiatives; the results are used to hone the trainin g, target 
messages, and help to measure the effectiveness.  
 

Staff surveys measure the level of awareness on an ongoing basis. Once a year, the results are analysed 
to identify any changes to behaviour. This analysis is then compared with the risk assessmen ts and gap 
analyses, to judge the impact and effectiveness of the programme.  
 
 
 

 
 
 

 
 
 
 

 
 

 
 
 
 
 
Depending on the organisation or institution, there may or may not be a need to make a solid 
financial case for the investment. However, more s enior 

managers buy into the benefits of an awareness programme 
once they are presented with figures in black and white. How 
to build a business case is very important to the success of an 
awareness initiative.   
 

Greater and more clearly defined coordinatio n or partnerships, 
for example through public ïprivate or cross -Member State 

initiatives, can lead to maximising the potential reach of any 
campaign. Public ïprivate partnerships can be a highly 
effective way to deliver campaigns, especially if each 

It is important to develop an understanding of stakeholder values and issues to 
address and keep everyone involved for the programmeôs duration. If a programme 
does not have t he necessary support from those providing resources and those who 

will be using the outputs, it is unlikely to succeed. Therefore, the creation of a 
coalition of interest and support for the programme is very important. Do not 

underestimate the importance of stakeholder management for any project, 

programme or initiative . 
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Government ð The importance of having a code of conduct  

A government agency explained why codes of conduct are increasingly important and used in public ïprivate 
partnerships. The governm ent agency wants to ensure that any awareness initiatives is viewed as an act of 
responsibility for keeping people safe online.  

 
A big challenge is retaining the right balance in the content. The purpose of public ïprivate partnerships is 
not to promote any  product or service but to educate users and change their behaviour. It is important that 
there is a joint government and industry approach and understanding to promoting Internet safety and 
security.  
 
 
 

organisa tion can leverage strengths and resources. If a joint programme is developed, it is important 
to have codes of conduct (terms of reference) and elements such as design guides. The 

organisational set -up of the public ïprivate partnership should include a ste ering group, a project 
management team, a working (and media) group and sub -project teams.  

 

 

Obtain the budget  

 
There are several different approaches organisations take to budgeting activities and managing 

funding in general. Indeed methods of obtaining  the budget for information security awareness 
initiatives vary greatly from one organisation to another. Some methods include ( 19 ):  

V Obtaining a percentage o f the corporate training budget.  
V Obtaining a percentage of the information technology budget . 
V Obtain ing a percentage of each business unitôs budget based on number of personnel.  
V Allocation of a set amount per user according to the role and the participation  within the 

education programme.  
V Allocation of a set amount regardless of the  awareness goals and o bjectives.  
V Explicit allocations based on the defined awareness goals and objectives.  

 
Budget is already allocated  

If the budget is already allocated it may be necessary to reassess the feasibility of the defined goals 
and objectives of the awareness initia tive. With an insufficient budget, some of the awareness goals 
and objectives may have to be curtailed. To this end, priority should be given to those goals and 
objectives which were identified as critical for the programme.  
 

Eventually, it may be consider ed asking for additional funding.  
 
Prepare the budget  

Ideally, with the defined awareness strategy the budget is determined to implement the defined 
goals and objectives. The last part of this task is to identify the costs related to the initiative. This 
will be part of the next activity.  

Identify costs  

 

To run a successful awareness programme, a formal request for funds has to be submitted to 
support the initiative. In order to do so, both fixed and variable costs related to an awareness 
initiative should be identified. Some of them are listed below.  

                                                 
( 19 ) Herold, Rebecca , Information security and privacy awareness program , Auerbach Publications, US A, 2005.  
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Costs  Fixed  Variable  

1. Personnel and freelance  Personnel  Consultants, freelance  

2. Operational costs  Rent   

Website maintenance   

 Information materials  

Office miscellaneous costs   

3. Advertisement and  
promotion  

 Promo material cost  

 Promo distribution cost  

 Advertisement creative cost  

 Advertisement media cost  

4. Training   Individual material cost  

 Training roomsô cost per session 

Illustrative only  

 
The main expenses will be incurred by the i nformation security awareness programme team. If 
appropriately experienced staff already exists within the organisation, those individuals would need 
to be seconded to the initiative. Otherwise, expenses need to include a managerôs salary, any 
additional s taffing costs for those assigned to the awareness programme team and any other 
associated costs, as well as the costs associated with the development, production and delivery of 

awareness materials, external training courses and training classrooms, etc. T ypical cost elements 

can be summarised as follows:  
V full -  or part - time information security programme manager and assistants (salaries and 

benefits plus potential recruitment costs);  
V awareness materials (subscriptions to best practice experts such as Gartne r, IsecT, etc.) if 

these have not already been acquired;  
V promotional materials (themed items such as screensavers, pens, posters, mouse pads, 

quizzes with prizes, etc.);  
V printing (for all materials not sent electronically).  

 
While considering the costs of an initiative, the possible contribution of third parties should be 
considered. This is valid when an information security awareness programme is part of a public ï
private partnership.  

Make a formal  business  case  

 
While security expenditure has increased ov er the last years, the techniques used to justify it have 
barely changed. BERR reports that 48% of large businesses always make a formal business case for 
security expenditure and 41% of large businesses sometimes make a formal business case. 

Organisations  that always prepare a formal business case are most likely to quantify the benefits 
(32%) and very few (16%) evaluate the return on investment, possibly because their greatest asset 
is their reputation, which is very hard to quantify ( 20 ).  
 
The discipline of making a formal business case does pay off as the proportion of the IT budget spent 
on security expenditure is estimated to be 9 ï10% on average ( 21 ).  

 
Building a persuasive business case for senior management by showing the quantitative and 
qualitative b enefits of awareness programmes also forms the basis of a successful awareness 
initiative. Business cases significantly improve the odds of project success because they help 

management understand the value of the investment and decide whether to fund it. F urthermore, 

                                                 
( 20 ) BERR, 2008 Information security breaches survey , 2008, available at http://www.security -survey.gov.uk  
( 21 ) BERR, 2008 Information security breaches survey , 2008, available at http://www.security -survey.gov.uk  
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they generate stakeholder commitment (not just support) because they are credible and guide the 
work to ensure that expected benefits are realised.  

 
Business cases are also known as cost benefit analysis, ROI study, feasibility study, project p roposal, 
capital expenditure request, case for action and project funding request.  
 
Information security awareness initiatives require a well -structured approach to business case 

development that will guide the project from initial feasibility through des ign and implementation to 
successful results. A well -structured and consistent approach to formatting business cases sets the 

stage for sound portfolio management, from initial project evaluation to successful implementation 
( 22 ). They differ depending on t he size of the investment and governance bodies involved in the 
decision -making process. However, the investment appraisal process usually follows a similar 
pattern.  
 
The table below provides a comprehensive model for building a business case, documenting the 
benefits, costs and rationale of the awareness initiative ( 23 ) in the hope that it will build brilliant 

business cases by avoiding common shortfalls and focusing on results.  
 
Steps  Description  

 

Use a business -driven and 
inclusive process  

V Involve all st akeholders to ensure approval and ongoing support. The 
success of an organisationôs awareness initiative depends on the 
ability of stakeholders to work toward a common goal.  

V Focus on how the business will achieve changes related to both 
processes and peopl e.  

V Identify all potential benefits and who will  
achieve them.  
 

 
Set the stage  
 

V What is the opportunity or challenge to be discussed?  
V What is the business context?  
V What are the effected practices, products or services?  

 

 
Document your u nderstanding  

V Provi de a description of the business problem or opportunity.  
V Demonstrate that you understand the practices, products or services 

that will participate in or be impacted by your initiative.  
V Ask questions about and discuss the history.  
V Validate and deepen your o wn understanding.  
V Seek feedback, listen and confirm.  
 

 
 
Fully document the case study  

V Identify the opportunity and benefits of the awareness programme.  
V List as well any weakness, vulnerability or threat the initiative could 

seek to address.  
V Describe the r elated risks and how they will be mitigated.  
V Package the business case well, boosting its credibility.  
 

 
 
Identify the business value  

V Identify the value of the proposal to the organisation.  
V In the balance between technical details and business impacts, 

em phasise the value to the business and stakeholders.  
V Be honest and clear about real costs and impacts.  
V Discuss risks associated with not taking this action, and alternatives.  
V Do not over -commit!  

                                                 
( 22 )  Roberts , John P. , Toolkit sampl e template: An effective business case, Gartner, 11 July 2007; McMurchy , 
Neil,  Toolkit: Building the business intelligence business case  ð Identifying and calculating benefits, Gartner, 25 
April 2008; McMurchy , Neil , Take these steps to develop successful bi business cases, Gartner, 1 February 2008.  
( 23 )  Heidt , Erik T. , Basics of the quick business case: How to champion your next information security initiative, 
RSA Conference Europe 2007, 2007, available at  http://artofinfosec.com/22/art -of - info -sec-001 -quick -business -
case/(last  visited on 22 July 2008).  

http://artofinfosec.com/22/art-of-info-sec-001-quick-business-case/(last
http://artofinfosec.com/22/art-of-info-sec-001-quick-business-case/(last
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Present the initiative  

V Link the business case to business plans and context.  
V Only discuss the essentials of what it is and how it works.  
V Put details in addendums and appendices, not in your main 

presentation.  
 

 

The business case could be used as well to guide and assess the project execution and the 
realisation of benefits.  
 

Reach senior management  

 
A typical path to reach corporate executives is illustrated below ( 24 ).  
 

 

 

 
 

 

 
 

 
 

 

 
 

 

                                                 
( 24 )  Heidt, Erik T. , Basics of the quick business case: How to champion your next information security initiative , 
RSA Conference Europe 2007, 2007, available at http://artofinfosec.com/22/art -of - info -sec-001 -quick -business -
case / (last visited on 22 July 2008)  

http://artofinfosec.com/22/art-of-info-sec-001-quick-business-case/
http://artofinfosec.com/22/art-of-info-sec-001-quick-business-case/
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Prepare work plan  
 

Once the solution has been selected and the team appointed, it is recommended to prepare a work 
plan. At this s tage the work plan will include only the main activities for which the required 
resources, timescales and milestones will be identified. The work plan will be reviewed as soon as 
the detailed programme is developed.  
 

 
 

 
 

 

 
 
 
 

 
 
 
 

Develop the programme a nd checklists of tasks  
 

Clearly, awareness programmes take a good deal of effort to be well organised and run. Therefore, 
efforts must focus on designing the programme, further developing the plan to establish the 
programme, revising the allocated resource s, and finally managing it effectively to ensure that the 
projected benefits are realised.  
 
If the list of information security topics is long, it is recommended to plan the programme in 
separate sections spread out over a period of time. This will allow t he effort to focus on specific 

topics in a way that makes sense to each target audience, without overloading or adding confusion. 
For example, the problem of viruses would require that anyone who uses a computer connected to a 
network in some way to have a  very basic understanding of viruses. While explaining viruses, topics 
such as configuration management, network or systems access, etc. might be introduced at the 
same time.  
 

However, it is best not to go into depth on the related subjects. Messages aler ting the target 

audience that related topics will be dealt with at a later time are acceptable. This way, an 
expectation of a follow -up effort at a later date as part of the awareness initiative on further security 
topics is created. Carrying through with the follow -up is important to maintain the programmeôs 
credibility.  

After a full list of topics to be covered during the programme is developed, it is important to evaluate 

each one and rank them in order of importance. A simple method of evaluating topics  is to assign a 
weight to each one, for example with 3 = crucial, 2 = important and finally 1 = nice to have. This 
will help to focus on the most important topics and allow defining and refining of requirements for 
the awareness programme. This in turn fac ilitates the development of the associated plan.  

 

Define a communications concept  

 
Communications is crucial for the success of any awareness programme. Effective communication 
planning is critical to a programmeôs success. The communication and commitment curve below 
illustrates the important role of communication in an awareness initiative to achieve its goals.  

It is important to prepare a work plan identifying activities, resources, timescales, 
and , eventually, relevant milestones. The use of a tool is recommended to 

effectively manage the work. A work plan sample is available in Appendix  I V. 
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Efficient managers will use the necessary resources to ensure that information needed by those 
involved in or affected by  the programme (i.e. the message) is delivered at the right time, in the 

right manner. As a member or stakeholder of any programme or initiative, it is critical to ensure the 
timely and appropriate generation and disposition of programme information.  

Effe ctive communication  
 
Following the analysis of many information security initiatives executed in different countries, some 

key points are apparent for any organisation that embarks on an information security related 
awareness raising initiative.  
 

Below ar e some key recommendations for an effective campaign.  
 

The basics  

 
V Reach out to as broad an audience as possible. It is advantageous to look at the multiplier 

criteria to maximise the reach of the message.  
V Do not be alarmist or overly negative about a situ ation. If issues or risks need to be detailed, 

then it is often easier for the audience to understand in the context of real world experiences.  
V The goal of any awareness raising initiative should be to change the target groupôs secure 

behaviour in a positi ve way.  
V The message delivered, the channels used and the sender of the message must be influential 

and credible, otherwise the target group may be less inclined to listen.  
V The target groups obtain information from a variety of sources. To engage them succe ssfully, 

more than one communication channel must be used.  

V Ensure the initiative is flexible and adaptable as external factors can often change the 
landscape.  
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V Ensure basic communications include ( 25 ):  
o WHAT is expected of the audience receiving the 

communi cation . 
o WHY target audience should participate in the 

awareness programme and what are the benefits .  
o WHEN the recipient should perform the requested 

actions . 

o HOW the actions relate to the target audienceôs work 
responsibilities and performance and/or life . 

o WHO sponsor the programme . 
o WHOM to contact for further information.  

 

The topic  
 
Identifying the topics related to information security that are critical for the organisation and the 
target audience is the first step of many while organising an awareness initiative. A recent report of 
ENISA showed that e -mail and electronic communication, passwords, security updates and patches 
are very important to businesses. They are followed amongst others by security incident reporting, 

personal use of corporate equip ment, and security out of the office ( 26 ). The graph below provides a 
more complete illustration of the data available within the report.  

 
  

 
 

                                                 
( 25 )  Herold, Rebecca , Information  security and privacy awareness program , Auerbach Publications, USA, 2005.   
( 26 ) ENISA, Information security awareness initiatives: Current practice and the measurement of success , 2007, 
available at http://www.enisa.europa.eu/doc/pdf/deliverables/enisa_measuring_awareness.pdf  

http://www.enisa.europa.eu/doc/pdf/deliverables/enisa_measuring_awareness.pdf
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The following is a list of relevant information security awareness topics which should not be 
considered as exhau stive but as a starting point to identifying the topic for your awareness 

programme:  
V I nformation security policies and procedures . 
V Workstation security . 
V Website policies . 
V e-mail security . 

V Social engineering . 
V Third -party and partner security . 

V I dentity verif ication . 
V Technical security mechanisms . 
V I nformation classification and controls . 
V I ncident response . 
V Asset management (e.g. USB flash drives, printing devices, PDA, mobile phones);  
V Etc.  

 

Once the topics are identified, it is recommended to map each target a udience to the corresponding 
topics. From this simple mapping it will be possible to determine the course content that should be 
given to the appropriate roles.  
 
 

 

 
 
 
 
 
 
 

 

 

 

The message  

 
V Deliver the right message content to the right audience using the  most effective 

communication channels. This will maximise the appeal of the message and persuade the 
audience to take action, especially if the message fits with the target groupôs interests and 

needs. The message could and should be tailored to the knowl edge or technical aptitude of 
the target group. To help design an effective campaign, certain data should be gathered  

V The message should be proactive, topical for the target group and consistent. Often a óTop 
10 tipsô format works well due to conciseness of information and easier 
readability/accessibility.  

V In its simplest form, any message as part of an awareness raising initiative should state the 
risks and threats facing the users, why it is relevant to them, what to do and not to do, and 

finally how to b e protected.  
V The message should be compelling. With so much information in the market being received 

by the target group, finding creative ways to deliver the message help it to be noticed. 
Having central and consistent themes and/or slogans will help.  

From the simple mapping of the t opics to roles an d target groups, it will  be possible 
to determine the course content that should be given to the appropriate roles. A 

roles to topic mapping example is available in Appendix V .  
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The value added  

 
V If possible, allow the target group to give feedback on the campaign to help improve it or 

subsequent initiatives.  

V Planning and executing a campaign is half the effort. Evaluation of the communications 
campaign (against metrics, performance objectives, etc.) should also be conducted to report 
on the campaignôs effectiveness, and to establish lessons learned to improve future 
initiatives. A measurement such as the number of visitors to a website, the number of 

downloads or requests for publica tion or the number of newspaper articles can be used to 
track success.  

V Evaluation of the effects of various campaigns on raising awareness for the target group can 
also be measured through qualitative (e.g. focus groups, interviews) and/or quantitative 
(e. g. questionnaires, omnibus surveys) research. See section on programme evaluation.  

V Look to other organisations with a similar user landscape for examples of good practice and 
specific awareness raising initiatives.  

V A communication strategy is at the centre  of any awareness activity but it needs to be 
adapted to the specific context.  
 
 

 
The strategy can be constructed highlighting the main process steps in any effective awareness 
raising and training initiative.  
 

 
Main process  

 
Description  

 
Establish aims and 
objectives of the 
initiative and define 
target group  

 
¶ Ask questions such as why undertaking the campaign, key issues to address, why 

the need to address the issues and are you the right organisation to address 
them.  

¶ Do not make assumptions. Where poss ible, get data and use methods such as 
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 focus groups.  
¶ Establish metrics to measure performance of campaign and to aid in developing 

lessons learned.  
 

 
 
Partner up if needed  
 

 
¶ Look to partner up with another organisation if you do not have access to your 

in tended audience, do not have the necessary resources or if your audience trusts 
another organisation to be informed about information security.  

¶ Need to ensure the existence of a common message and shared views and 
opinions.  
 

 

Establish message for 
a speci fic target group  
 

 

¶ Necessary to target a specific group that has similar interests and priorities as the 
public in general has diverse interests, expertise and experiences. Because 
different audiences place different emphasis on different risks (often stem ming 
from personal experiences), message needs to be targeted to a specific group.  

¶ Ask questions such as what will they notice or what will grab their attention, why 
should they care (tailored to audienceôs needs and concerns) and what will they 
do.  
 

 
Det ail message  
 

 
¶ Need to understand the audience such as their level of awareness for the issue, 

their needs, and the issues they are concerned about, where they get the 
information and what information they like to receive.  

¶ Actual message content needs to do  three things: catch audienceôs attention, 
alert them to risk, and provide them with information or a reference from where 
to get it.  

¶ Need to make sure the message is as inclusive as possible, for example, it should 
not discriminate against minorities.  
 

 
Test message  
 

 
¶ Launch the campaign and evaluate results or responses. Evaluation (quantitative 

and qualitative) can be done by means of focus groups, interviews, 
questionnaires or omnibus surveys.  
 

 
The most effective way to deliver the message as part o f any awareness raising and training 
initiative is to use multipliers that can help communicate the campaign message to as broad a range 

of audiences as possible within the target group.  

 
Several partners or multiplier bodies can be used to help deliver th e messages as part of an 
initiative. Examples include:  
V Adult education programmes . 
V Banks.  
V Businesses . 

V Community centres.  
V Community colleges.  
V Computer stores,  
V I ndependent agencies . 
V I ndustry bodies (unions, associations) . 
V Institutions . 
V ISPs. 

V Leading academic s. 
V Libraries . 
V Local trade organisations . 
V Media . 
V NGOs.  




