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i-wareness® Security Knowledge Zone 
 

 

The i-wareness® Security Knowledge Zone is a central repository of best practice security advice and guidance, presented in an effective, 
user-friendly manner. The portal is accessible to employees 24/7 via an organisation’s Intranet and provides key information required on 

every aspect of security, laid out in a simple, easy to understand format. The Knowledge Zone is supported by an engaging 

communications programme which is tailored to ensure that employees are made aware of their security responsibilities, understand why 

these are important to the organisation and know where to go to find out more.   

 

The benefits  
 
The Security Knowledge Zone provides: 

 

• A central portal of security best practice advice and 

guidance for employees, laid out in a simple, easy to 

understand format 

• Anytime access to security support and information via an 

organisation’s Intranet for reference by employees, as 

and when they require it 

• A cost effective approach to reaching thousands of 

employees simultaneously 

• A flexible, dynamic method of delivering consistent 

security messages to geographically diverse audiences 

• A facility for employees to identify and report security 

incidents quickly via one simple route 

• Management Information reports for compliance 

requirements and ongoing campaign development 

• Compliance to industry ISO standards 

 

 

A unique offering 
 

Each Security Knowledge Zone is built uniquely for our clients:  

 

• It is tailored specifically to accurately reflect each 

organisation’s security policies, standards and procedures and 
is designed in line with corporate branding guidelines 

• The content is structured and presented in an easy-to-read 

format, organised from the employees’ perspective to 

enhance user engagement 

• Regular security related news stories from around the world 

are supplied for inclusion within the “Latest News” section, 

providing employees with real-life examples of security 

threats 

• Additional functionality is tailored for an enriched user 

experience including site search facilities, glossaries, an A to 

Z, FAQs, page ratings, RSS feeds and a library area where all 

existing documents and policies that need to be available to 

the user community can be stored 



 

• Regular updates of content to reflect policy changes and 

industry regulation are scheduled to ensure security guidance 

is accurate and addresses current security threats  

• Translations of the site allow a truly global reach and ensure 

consistent security messages across an entire organisation  

• Access for specified Third Party employees can be granted, 

where TSC hosts the Knowledge Zone, ensuring that security 

advice and guidance is provided for all parties within an 

organisation  

• A suite of customised Management Information tools support 

the site by providing reports for analysis and guidance. These 
can be used for audit or compliance purposes and are 

indicators of behavioural change within the organisation as a 

result of the awareness campaign  

• Hosting of the site can be organised internally or through 

TSC’s fully-resourced, hosting service 

 

The structure 
 

The Security Knowledge Zone is organised to ensure ease of 

navigation for employees. It is split into four key areas: 

 

My Information: This area explains to employees how to 

classify and securely manage your organisation’s information, 

regardless of its format.  

 

My Computer: Provides advice and guidance on the steps that 

employees need to take to help protect your organisation’s 

computers, networks and electronic data. 
 

My Office: Highlights a number of good practices that 

employees should follow to ensure the security of their 

workplace, such as the ‘Clear Desk, Clear Screen’ policy, control 

of visitors, working with contractors and more. 

 

Myself: Provides employees with valuable tips and techniques to 

keep themselves, the organisation’s information and the 

organisation secure.  

 

The topics, advice and scenarios that sit under these headings 

are tailored to your organisation’s requirements and security 

objectives. Results from the i-wareness® Security Awareness 

Survey also help to develop the structure and requirements of 

the Security Knowledge Zone, based on strengths and 

weaknesses of your employee’s security knowledge and their 

perception of security within your organisation. 

 

Supporting tools including the i-wareness® Teach & Test, Virtual 

Tour, Policy Management Centre (PMC) and Password Checker 

have been developed to enhance the user experience of the 
Knowledge Zone.  

 

 

 
 

 

 
 

Typical results 
 

• 80-100% of employees find the website useful for home 

and work purposes 

• 75% say they have ‘bookmarked’ the site for future 

reference 

• Site hits increase around 100%-200% by 3rd quarter of 

implementation but have been as high as 750% 

• Clear ‘spikes’ in results can be seen during periods where 
the a communication campaigns are active 

 


