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i-wareness® Teach & Test

The i-wareness® Teach & Test is a comprehensive tool for testing employees’ understanding of Security compliance. Through a
combination of interactive modules, the Teach & Test tool provides your employees with one or two pages of security advice and
guidance before testing their understanding and providing feedback on their responses. Modules are tailored to your organisation’s
requirements and targeted to differing employee audiences. Full reporting of employee results are collated for compliance, audit and
additional reporting facilities.

The benefits The structure

The i-wareness® Teach & Test: The i-wareness® Teach & Test typically contains fifteen pages of

guidance and ten to fifteen questions. These are created to

« Provides a highly dynamic, flexible and cost-effective reflect both your training requirements and intended audience.
approach to employee training

e Allows for multiple modules to be created for differing

audience types and topics, for simultaneous publication

A number of options are available to ensure the tool meets your
specific requirements, including:

« Will be tailored to reflect your security and training
objectives, whether these be learning, compliance e A structure that can accommodate ‘teach only’, ‘test only’
certification or knowledge assessment or combination of both

« Can be easily amended to reflect changes to the risk + The provision and set up for additional modules

environment and/or campaign focus

Is easy to use and manage in-house as it does not run
through an LMS

Provides full reporting facilities for
auditing purposes

Is a good indicator of the success of your communications
campaigns

Identifies gaps in employee knowledge and highlights hot
topics for future campaign direction

compliance and

The option of creating bespoke Teach & Tests for specific
target audiences

Randomisation of questions

The facility for the user to ‘go back, re-read and re-try
again’

A bookmarking facility that allows employees to sign-in
and sign-out of the Teach & Test without losing their
place, thus enabling them to complete the test at their
own convenience and pace



* Feedback following each question and answer, with the
option of linking back to the Knowledge Zone for further
information

« A final results page to contain an employee’s final score
with the opportunity to provide any additional guidance or
security messages to continue the campaign momentum

« The option of configuring the Teach & Test as a quiz

Highly flexible, the i-wareness® Teach & Test can also be easily
amended to reflect changes to the evolving risk environment or
focus of the communications campaign. For example, throughout
the first three-month period the Teach & Test modules may
emphasise the threat of social engineering, phishing and other
types of fraud. For the next quarter, the focus may be to
promote physical and access security, educating employees on
threats such as tailgating, or the importance of reporting
unidentified visitors.

The modules can also be tailored for differing audience types.
This is particularly important as each identified audience type will
have different motivators, objectives and levels of security
understanding.

The results

Having completed the Teach & Test modules, employees are
presented with their score and test history where they have
completed earlier modules.

Results are gathered and can be used for compliance, audit and
additional reporting facilities.

A breakdown of responses is available to identify strengths and
weaknesses in your employees’ knowledge and understanding of
security good practices. The results are also a strong indicator of
the success of targeted communications campaigns and are

highly influential in directing the security awareness programme
going forward.

Results can be split according to your business and security
objectives. Examples of typical splits can be by employee, by
question, by department, by country or by region.
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Examples of Teach & Test pages



